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Abstract -	Security	is	the	key	factor	of	world’s	peace.	Terrorists	
are	using	Improvised	Explosive	Devices	(IED)	for	their	attacks.	
Identification	of	IED	is	not	simple,	the	only	way	to	identify	IED	
is	by	using	chemical	sensors	but	using	a	chemo	sensor	is	quiet	
complex,	 low	 sensitivity	 &	 not	 strong	 potential.	 Using	 nano	
sensors	is	much	efficient	&	highly	sensitive	at	the	single	molecule	
level. Nano materials provide a strong potential to create 
sensors	 for	 detecting	 explosives.	 Electronic	 noses	 -	 nano	wire,	
nano tube and nano material devices are nano sensor concepts, 
to form detecting devices and also to detect the conventional 
bombs, plastic explosives and grenades. Generally IED can be 
identified	 by	 trained	 dogs	 but	 it	 is	 quiet	 difficult	 to	maintain	
and using in sensational places. Electronic nose is mainly 
composed of chemical sensor system, sampling system and a 
pattern	recognition	system	as	a	neural	network.	This	composited	
detector can sense the odour difference caused by explosives 
and	 converts	 it	 to	 signals.	 For	 instance	 electrical	 conductivity	
in	a	nanotube	changes	due	to	 interacting	with	molecules	of	an	
explosive analyze, as a result of highly selective adsorption. 
Nanomechanical effects induced by molecular adsorption offer 
unprecedented opportunities for trace explosive detection. 
Though nano is implied in some screening techonologies, 
really developed sensors are nanosensors as it have advanced 
sensitivity and selectivity of explosive detection systems. There 
are some challenges in detecting explosives such as fabrication 
of sensors, providing stability, sampling and reliable calibration 
and	identification	of	pattern	in	complex	changing	backgrounds.	
Overcoming	the	difficulties	nano	sensors	combined	with	advances	
in	 conventional	 detection	 platforms	 have	 high	 efficiency	 and	
stability to detect by advanced solution.
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I. IntroductIon

A. Improvised Explosive Device (IED) Threats

 An Improvised Explosive Device (IED) is defined as 
“a device placed or fabricated in an improvised manner 
incorporating destructive, lethal, noxious, pyrotechnic, or 
incendiary chemicals and designed to destroy, incapacitate, 
harass, or distract”. These rudimentary bombs generally 
consist of commonly found, non-military materials. 
Improvised Explosive Devices have existed since the Chicago 
Haymarket Riot in 1886.  However, IEDs currently provide 
the largest obstacle to coalition forces fighting in the Middle 
East. Terrorists construct these small devices and inflict grave 
damage upon military equipment and personnel. American 
casualties are not immune to the effects of IEDs.  IED attacks 
account for over 60% of Operation Iraqi Freedom (OIF) 
casualties and 50% of Operation Enduring Freedom (OEF) 
casualties.The first reported IED attack on American forces in  

Iraq occurred on March 29, 2003. Since that first Iraqi attack, 
there have been over 81,000 IED attacks and over 25,000 in 
IED attacks in 2007 alone [2].

 

Fig. 1 IED Explosion  

 Insurgent cells constructing IEDs are small, highly 
trained groups that remain as hidden as possible. The IED 
groups consist of six to eight people, including a financier, 
bomb maker, emplacer, triggerman, spotter, and cameraman. 
Despite US-led efforts to find these cells, new cells repeatedly 
form in Iraq.  Estimates include 160 bomb-making cells in 
Iraq. Although common IED threats include roadside bombs, 
suicide bombers are another emerging problem in the IED 
arena. Suicide bombers carrying Personal-borne IEDs 
(PBIEDs) are extremely hard to detect or stop.  Because no 
IED emplacement is necessary, a suicide bomber can quickly 
strap on an IED-laden vest and move to the kill zone. Placed 
in the proper urban environment, this weapon is capable of 
inflicting serious structural damage and killing hundreds of 
people in mere seconds [2].

 Because terrorists want to use IEDs to produce a localized 
effect rather than a “mega-bomb”, IEDs can be made with 
relatively small amounts of explosives. For this reason, sensor 
technologies need to be capable of reliably detecting small 
quantities of both high and low pressure explosives if they are 
going to be viable for counter IED [12].

B. Promising Sensor Technologies

 Approaches that seek to combine multiple sensor 
technologies, combining their strength to compensate for 
unique weaknesses into systems capable of detecting a wider 
range of threat show greater potential for success.  There are 
several functional elements that make up all sensors.  The 
stages listed below describe functional stages not physical 
elements.  A single physical piece of hardware may perform 
more than one step.  The primary sensing element receives 
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energy from the sampled medium and produces an output.  
The instrument always extracts some energy from the 
measured medium.  Thus, the measured quantity obtained 
from the sample is always affected by the act of measurement 
which makes perfect measurement theoretically impossible.  
Instruments are designed to minimize this effect, but it cannot 
be completely eliminated [4].

 The output from the primary sensing element is a variable 
such as displacement or voltage.  This output variable must 
be converted to a variable that is suited for the sensor’s 
specific purpose. The variable conversion element serves this 
function. 

Fig. 2 Sensor Design

 If the signal requires that there be a change in its numerical 
value according to a definite rule while maintaining the 
physical nature of the variable, then that function is called 
a variable manipulation element.  Data is then transmitted 
from one function to another by a data-transmission element.  
Data may then be stored or enabled for presentation to the 
ultimate observer. How close the sensor will have to be to the 
explosive for consistent detection depends on several factors.  
When vapors of explosives are released into the air, the 
vapor is rapidly dispersed, lowering the actual concentration 
of analyte in plumes by as much as 100 to 1000 times.  The 
concentration decreases further as the distance from the 
explosive device increases, therefore, detection of explosives 
in the vapor phase requires sensitive detectors and or the use 
of sample preconcentration methods. How well the explosive 
is concealed is more important to sensor sensitivity than the 
quantity of explosive present. Although not airtight, a car 
trunk provides a barrier to chemical detection because vapors 
emanating from the trunk are reduced.  Therefore, a 900 
kilogram sample of TNT concealed in the trunk of a vehicle 
is much more difficult to detect than a 700 gram TNT sample 
placed under the seat of a vehicle where air can move freely.  
Under conditions controlled for temperature, size of sample, 
selection of ERC, and placement of the sample, it has been 
possible to detect explosive vapor approximately 3-4 meters 
away from the source [6].

C.  Market for Nanotech Products Will Grow Exponentionally

 Analysts estimate that the market for products based on 
nanotechnology could rise to several hundreds of billions 

by 2010 and exceed one trillion after. Nanotechnology is 
expected to impact upon virtually all technological sectors as 
an “enabling” or “key” technology, especially upon:

• Medicine and health
• Information technology
• Energy production and storage
• Transportation, vehicles and infrastructure
• Food, water and the environment
• Instruments
• Security

 Next to the ongoing progress in nanoelectronics, 
expectations are especially high for:

• Nano-bio applications
• Nano based sensors, and
• Nanomaterials in the longer term (10 years) [12]

Fig. 3 Exponential market growth for nanotech products 

 Advent of nano technology, research is under way to 
create minia-turized sensors. Miniaturized sensors can lead 
to reduced weight, lower power consumption, and lowcost. 
Materials such as inorganic semi conductors are used in 
making nanosensors. 

 Today, numerous nano-enabled sensor designs are being 
pursued to  improve industrial process monitoring / and 
leak detection, environmental monitoring (air and water 
quality), food-quality surveillance, and medical diag-nostics, 
and to enable the reliable, real-time detection of chemical, 
biological, radiological and nuclear hazards for military and 
anti-terrorism applications.

 However, the discovery of carbon nanotubes (CNTs) 
has generated keen interest among researchers to develop 
CNT-based sensors for many applications. The application 
of CNTs in next-generation of sensors has the potential 
of revolutionizing the sensor industry due to their inherent 
properties such as small size, high strength, high electrical 
and thermal conductivity, and high specific surface area. 

 CNTs are hexagonal networks of carbon atoms of 
approximately 1nm diameter and 1 to 100 microns of length. 
They can essentially be thought of as a layer of graphite 
rolled-up into a cylinder. Depending on the arrangement of 
their graphene cylinders, there are two types of nanotubes: 
single-walled nanotubes. 
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Fig. 4 single-walled nanotubes (SWNTs) and multi-walled nanotubes 
(MWNTs) 

 (SWNTs) and multi-walled nanotubes (MWNTs). SWNTs 
have only one single layer of graphene cylinders; while 
MWNTs have many layers (approximately 50), as shown in 
Figure 4 [16].

II. objectIveS of the Study

1. Implementation of Electronic Nose technique in 
explosives detection; 

2. Developing a Nano Chemo Sensor (NCS) using nano 
technology;

3. Using Carbon Nano Tube (CNT) based chemical sensors 
for the detection of hidden bombs and chemical bombs;

4. Overcoming the challenges of IED detection.

A. Implementation of Electronic Nose Technique

 Electronic noses are nano wire, nano tube and nano 
mechanical devices are nano sensor concepts with the 
strongest potential to form viable technological platforms for 
trace explosive detection. At present, dogs have been trained 
and used successfully for sniffing out hidden explosives; 
however, dogs are expensive to train and are easily tired. The 
electronic nose technique can mimic the bomb-sniffing dogs 
without their drawbacks. An electronic nose device is usually 
composed of a chemical sensing system, sampling system 
and a pattern-recognition system, such as an artificial neural 
network as shown in the figure 5.

Fig. 5 Electronic Nose Concept

 The sensing system consists of an array of sensors,with 
each sensor in the array giving a different electrical response 
for a particular target vapour introduced into the sensing 
chamber. The combined output from the sensor array forms a 
finger print, or signature, that is unique for a particular odour. 
Pattern recognition techniques based on principal component 
analysis and artificial neural networks were developed for 
learning different chemical signatures [3].

B. Developing A Nano Chemo Sensor (NCS) Using Nano 
Technology

 Preparing a nano chemo sensor is possible by nano 
technology only. To develop a sensor its electrical response, 
optical properties and interaction of molecules should be 
known. 

1. Electrical Response

 Generally CNTs have a very high surface area to volume 
ratio and unique electrical and optical properties that can be 
exploited for highly sensitive molecular adsorption detection. 
For instance (Figure 6) electrical conductivity in a nanotube 
changes drastically due to interacting with molecules of an 
explosive analyte, as a result of highly selective adsorption.

Fig. 6 Illustration of nano wires sensor platform

AJES Vol.1 No.1  January - June 201213

Detection of Improvised Explosive Devices Using Nanotechnology



2. Formation of Nano Chemical Sensors
 Nanomechanical effects induced by molecular adsorption 
offer unprecedented opportunities for trace explosive 
detection. Nano mechanical sensors such as cantilever beams 
have many modes of operation. For example, when explosive 
molecules bind to the detection molecules on the cantilever 
made in nano-structured silicon, this will induce a surface 
stress and the cantilever will bend (Figure 7). Differential 
adsorption is obtained by immobilizing a selective layer on 
one side of the cantilever. Nano cantilevers are expected to 
provide ultra-high-sensitivity mass detection, ultimately 
approaching the single-molecule level [9].

Fig. 7 Molecular adsorption induced bending a cantilever

3. Detection of IED Bombs by Chemo Sensors

 Recent advances in nano materials research provide 
good potential to create sensors for detecting explosives like 
IED providing sensitivity at the single molecule level. Also, 
due to reduced dimensions, nano materials offer capability 
of incorporating multiple sensors capable of detecting 
multiple threats simultaneously. The ability of nano enabled 
technologies to effectively detect explosives on people and 
their belongings, as well as the expectations of the public 
for openness and speed will likely be key drivers for their 
successful implementation [13].

C. Using Carbon Nano Tube (CNT) Based Chemical 
Sensors for the Detection of Hidden Bombs and Chemical 
Bombs

 CNT based sensors can be potentially applied in defense 
and homeland security. They can be deployed in unmanned 
defense systems such as unmanned aerial vehicles. The 
meaning of security here is security from bombs and weapons 
at the ports of entry. 

 As mentioned earlier CNT based chemical sensors can be 
used as electronic noses to detect hidden bombs, chemical 

weapons in luggage, vehicles, and aircraft. However, there 
are some health hazards considerations associated with 
subjecting passengers to some types of screening technologies 
currently used for explosive detection. For example, certain 
types of explosive detection screening equipment may 
expose individuals to mild radiation. The use of explosive 
detection systems based on carbon nano tube based sensors 
will help to reduce the above mentioned implications posed 
by existing scanning equipment [8].

1. Chemical Vapour Deposition

 CNTs are synthesized by imparting energy to hydro 
carbons. The imparted energy breaks the molecule into 
reactive radical species in the temperature range of 550–
7500C. These reactive species then diffuse down to the 
substrate, which is heated and coated in a catalyst (usually 
a first row transition metal such as Ni, Fe, or Co) where it 
remains bonded. This result in the formation of CNTs. The 
commonly used hydro carbon sources are methane, ethylene, 
and acetylene while the commonly used energy sources are 
electron beam and resistive [13].

D. Overcoming the Challenges of IED Detection

 Explosive detection with high sensitivity and selectivity 
is a difficult challenge because of a number of operational 
factors, such as the acute shortage of explosive molecules that 
can be collected in a reasonable time and lack of selectivity 
because of interference from other molecules [13].

1.Challenges

 Most of existing technologies that utilize nano wires and 
nano tubes in the fabrication of sensors have fallen short of 
controlling the growth of the nano particles of a given size 
with minimal defects and the capability to manipulate and 
align these nano wires based on the application. Also, the 
characterization of the material properties as a part of the 
device remains mainly unaddressed by current technologies. 
Challenges to unlock the potential of the electronic nose 
technology for viable explosive detection applications relate 
to providing stability, sampling and reliable calibration and 
identification of patterns in complex changing backgrounds. 
In addition to technical challenges for developing nano 
enabled detection methods there are several overarching 
operational and policy considerations impacting the 
deployment of these technologies for protecting public from 
terrorism threats [18].
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2. Health and Safety

 Environment, Health & Safety aspects of nano sensors for 
explosive detection have been considered by the Observatory 
Nano. Nano materials included in these technologies are 
generally bound to a substrate in which they are used in very 
small amounts per sensor. They are unlikely to be released 
during normal use of the applications.  While exposure to 
nano materials can occur during the manufacturing stage 
especially if unbound/free nano particles are handled, it is 
however unlikely that human or environmental exposure 
would occur during use of the nano technology based sensors.

3. Position of EU

 Governments in all regions of the world have now 
realized the significance of the threats posed by illicit use 
of explosives and responded by increasing support of R&D 
activities aimed to significantly improve the explosive 
detection capability to prevent and respond to existing and 
potential threats. In 2008 the EU Council has adopted the EU 
Action Plan on Enhancing the Security of Explosives.  The 
Action Plan is built on three pillars, prevention, detection 
and response, containing specific measures on explosive 
precursors, the supply chain (storage, transport, traceability) 
and detection. A  set of 48 specific horizontal actions, along 
with deadlines for their implementation concerning public 
security, complements and consolidates the three pillars. 
Funding is made available for measures falling under the 
Action Plan by way of two programmes [5].

• The Prevention of and Fight against Crime programme; 

• The 7th Framework Re-search Programme. 

III. SocIal relevance and uSefulneSS

 Increasing terrorism that operates across a broad spectrum 
involving political, economic, social, and informational 
activities. Unable to attain victory through military action, 
non-state actors attack asymmetrically. Effective stabilization 
operations require knowledge of how insurgent networks 
effectively influence and are influenced by dynamic cultural 
and social factors as well as insight into how a wide variety 
of actions will result either in improvement or continued 
degradation. Networks are the systems of people, facilities, 
supplies and finances that terrorists use to produce, transport 
or employ IEDs [1].

 To effectively attack an IED network one must understand 
and penetrate the strategic, operational, and tactical 
environments where IED operations are conducted. This can 
be difficult because the adversary makes use of individuals 

who  blend into a complex, often urbanized environment. 
In this environment the enemy is virtually undetectable and 
can remain hidden for extended periods of time unless we 
can force him to move, shoot, or communicate in reaction 
to us.  To do this, our Concepts of Operations must have the 
coordinated ability to reduce the impact  and influence of an 
adversarial network simultaneously at several small points 
or nodes or at least force them to maneuver into a presumed 
safe haven. Such unplanned migrations reduce adversary 
options and force them to interact among themselves, further 
exposing their networks [1].

 The risk of a terrorist attack involving use of explosives 
remains high in Europe. These attacks may cause severe 
consequences including human casualties, and widespread 
disruptions of critical infrastructures and public confidence.

Iv. concluSIon

 Exploitation of nanotechnology is already part of society, 
with high investments worldwide many nano products 
already exist on the market (additives in cosmetics, paints, 
polymers, catalysts, filters). Some products are expected to 
come soon (within 5 years), especially wireless tags and 
nanosensor systems. Others are expected to come later, in 
a timeframe of 5-15 years (high-strength nanomaterials, 
smart/adaptive materials). More and more nanotechnology 
is being converged with other technologies, especially 
biotechnology, information technology and cognitive 
science. the defence organization can gain a lot of benefit 
from these new technologies and should actively participate 
in these developments. The spread of terrorist events over 
the globe in the last decade has emphasised the importance 
of detecting concealed explosives and led to calls for new 
advanced technologies to protect the public. Because most 
explosives release little vapour, it is not possible to detect 
them effectively by methods widely used on other chemicals. 

 Nano scale effects can be exploited to offer the possibility 
of sensors that satisfy all the requirements for explosives 
trace detection. High sensitivity and selectivity, combined 
with the ability to lower the production and deployment costs 
of sensors, is essential in winning the battle on explosives 
based terrorism. It is expected that the detection of explosives 
using CNT based sensors will be explored in future as the 
interest of the nano technology research community in this 
field increases. However, CNTs have yet to cross many 
technological hurdles in order to fulfill their potential as the 
preferred material for sensor applications.
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