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Abstract - Big data is a huge amount of data created by 
individuals related to their medical, internet activity, social 
networking sites, energy usage communication patterns etc. 
From these sources, data is being collected and processed by 
various survey organizations, national statistical agencies, 
medical centres, and other companies etc. There are many 
security challenges which occur during data transactions, such 
as un-authentication, phishing, Vishing, data mining based 
attacks, etc. From a security point of view the biggest challenge 
for big data is the protection of user’s privacy. Yazan et.al, 
have presented big data lifecycle threat model. This paper does 
a critical review of the work.  An Improved Security Threat 
Model for Big Data Life Cycle has been proposed as a main 
contribution of the paper. A new phase i.e. data creation phase 
has been added to the life cycle and it is claimed that the phase 
is very important one with respect to security and privacy. To 
justify the claim theoretical and statistical evidences have been 
provided. 

Keywords: Big Data, Big Data Security, Security Threat Model 
for Big Data Life cycle. 

I. INTRODUCTION 

In today’s era, data and information are created and 
processed at very high speed producing large volume of 
data added to the database. This large volume of data is 
called ‘Big Data,'. This data comes from several sources 
including social media, YouTube, online transactions, etc. 
Big data has five characteristics volume, velocity, value, 
variety and complexity. It used in a variety of ways in 
various areas including the health sector, public sector, 
social networking sites, government sector, etc [1]. 
According to IBM, 80% of the data generated by various 
organizations is unstructured, and this is in a variety of 
formats such as text, video, audio, diagrams, images and 
combinations of any two or more formats [10]. From last 
two years, users are facing the various challenges due to 
growing size of the data. Because of its complexity and size, 
it cannot be handled through traditional techniques available 
to handle ordinary database [1]. 

With the increase in the use and demands of big data, 
software industries are facing privacy issues. Individual’s 
privacy is still a major problem and providing security has 
become very crucial [2]. There is various privacy challenges 
including a privacy breach occurred in 2006. 20 million 
search queries were released by America Online (AOL). 
These queries were posed by users over a three month 
period to facilitate research on information retrieval. On 

behalf of this information, two reporters from New York 
Times were able to find the identity of user No. 4417749 
based on just search history [17]. CISCO has estimated that 
at the end of 2016 the annual global data traffic will reach 
6.6 zettabytes. So there is a need to develop such 
approaches that not only support the collection of a large 
amount of data but also effectively handle or operate vast 
data requests with minimum time and maximum privacy [3, 
4]. While protecting the big data is a big question which 
needs to be answered whether a particular data is in the 
category of `public and private. [4].  

For providing privacy and security, big data should be 
examined from diverse angles. A careful thinking should be 
there for the protection of data itself.  To maintain the 
security of big data Yazan et.al proposed a Big Data 
Lifecycle threat model. This threat model is based on the 
work of Xu et.al [7]. According to Yazan et.al, the life span 
of big data can be divided into four phases. The four phases 
of big data lifecycle threat model include data collection, 
data storage, data analytics, and knowledge creation. For 
each phase, they have described security threats and attacks. 
The threat model proposed by the author has many 
drawbacks. The researcher critically reviews the model and 
a modified threat model has been proposed.  

This paper as organized as Section III of this paper briefly 
describes yazan’s security life cycle. In sub-section III, the 
bright side of the life cycle, and the limitations of under the 
life cycle. Section IV presents some suggestions to improve 
the cycle, and a pictorial representation of the improved 
security process has been depicted and explained. In section 
V, statistical analysis and results has been explained and 
finally the paper concluded in section VI. 

II. LITERATURE REVIEW

Hakan Ozkose et.al [15] has described the process of big 
data and explained how big data comes in the picture? They 
gave the detail literature review of big data and explained, 
yesterday, today, and future of big data. They explained that 
storing and processing of data become difficult and classical 
approaches remain incapable of doing such transactions. 
Katal Avita, et.al [8] explained that big data requires new 
technologies and architectures to extract valuable 
information. They have discussed some issues, challenges 
regarding big data, some tools and techniques such as 
Hadoop; map reduces, etc. Chanchal Yadav et.al [9] 
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described architecture for big data. They have presented a 
review of various algorithms from the year 1994 to a year 
for 2013 handling large data sets. While pointing out the 
various security issues, like data integrity, the drawback of 
the hash function, they have listed out various tools for 
analyzing the big data. According to IDC [6], there are five 
levels of security: privacy, compliance, custodial, 
confidential, and lockdown. If the data is continuously 
growing with this exponential speed, the expected volume 
of data would be 40 trillion gigabytes by 2020. Nawsher 
Khan, et.al [13] has described that growth rate of the 
amount of collected data generates numerous critical issues 
and challenges such as rapid data growth transfer speed and 
security issues. They provided study surveys and classified 
the various attributes of big data.  

Sung Hawn Kim [2] have explained two important elements 
for big data security. First attribute relevance in big data is a 
key element for fetching information. Second, they defined 
it is impossible to protect all big data attributes. Colin 
Tankard [14] have explained some recommends providing 
better control over big data sets, such as archiving, access 
control and data release prevention should be brought 
together. He has described that big data centralized storage 
is so sensitive. It creates new security challenges. Edith 
Ramirez [16] has talked about the security of big data. He 
explained that big data brings big benefits. In this paper, he 
explained some privacy challenges had been discussed such 
as unauthorized access, data provenance, etc. he gave some 
case studies that how an attacker can steal user’s private 

information. He has described four steps of big data life 
cycle including infrastructure security, data privacy, data 
management, and reactive security.   

III. BIG DATA SECURITY LIFE CYCLE

Big data is very huge, and its size is increasing day by day 
[5]. According to IDC report, it is assumed that till 2020 
data will grow from 130 exabytes to 40,000 exabytes, or 40 
trillion gigabytes [6]. With this huge amount of data, the 
security and privacy breaches are expected to rise 
exponentially [6]. The researcher must be cared out to 
protect the data provided by the user. Big data lifecycle 
threat model in fig 1, presented by yazan alshboul et.al, 
have following four phases, i.e. data collection, data storage, 
data analytics, and knowledge creation. The aim of the 
authors is to secure data in the heterogeneous environment.  

A. Big data security life cycle has following phases 

1. Data Collection Phase

The first phase of the big data lifecycle threat model is data 
collection phase. In this phase, data comes from different 
sources and with different formats. The author has 
explained that to be secure big data collection phase must be 
secured and protected. They have emphasized that data 
should be collected from trusted sources. Some security 
measures can be used in this data collection phase including 
limited access control and encrypting some data fields [1].  

2. Data storage phase

The second phase of the life cycle is data storage phase. In 
this phase, the data is stored and prepared to be used in the 
next phase. As data is sensitive, it is essential to take 
sufficient precautions during data storage for the safety of 
data in this phase, the author have described some security 
measures such as permutation, data partitioning, and data 
anonymization [1]. 

3. Data Analytics Phase

After secure collection and storage of data, the next phase 
comes i.e. Data analytics phase. This phase is used to create 

knowledge. For this phase, the authors have described data 
mining methods such as clustering, association rule mining 
and classification. The authors described that the data 
miners also used data mining for extracting sensitive data. 
To secure data, in this phase, data mining process and its 
output must be secured against data mining based attacks 
[1]. 

4. Knowledge Creation Phase

The last phase of this life cycle is knowledge creation phase. 
Decision makers use this phase. The knowledge generated 
in this phase is considered as sensitive information. The 
authors have emphasized that the organizations should be 
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very careful with data protection. It should not be displayed 
in public [1]. 

B. The Bright Side 

With the increased used and the creation of big data, several 
issues are cropping up. These include processing issues, 
storage issues, transport issues and security issues [3]. 
Yazan’s big data lifecycle threat model has given the idea 
about security threats and attacks that come in each phase. 
There are many techniques and approaches available for 
securing big data, but yazan et.al big data life cycle is new 
and one of its kinds. This type of study has never been in 
the light before. The key benefits of threats and security 
model of big data life cycle, proposed by yazan et.al 
includes following: 
1. The threat and security model addresses the security

attacks and threats in every phase of big data life cycle.
2. This type of life cycle is unique and can be adapted

easily.
3. The big data lifecycle threat model provides depth

insight into threats at each phase of big data life cycle.
4. It also provides countermeasures to mitigate the threats

in each phase of big data life cycle.

C. The Dark Side 

As almost everything has brighter as well as darker aspects 
so with this life cycle given by Yazan et.al. Despite having 
so many reasons for favorable industrial adaptation of the 
process, there are negative aspects also. Some pertinent 
ones are listed as follows: 
The big data lifecycle threat model is incomplete because it 
does not provide the source of data clearly. They do not 
explain the role of data creator. Does it ignore the user who 
provides or creates data? 

1. The researchers have failed to discuss step by step
explanation of the life cycle.

2. The life cycle discussed, seems vague and incomplete.
3. In the context of this life cycle, they have not been

explained the terms streaming analysis, big data
migration, and big data analytics.

IV. IMPROVED SECURITY THREAT MODEL FOR
BIG DATA LIFE CYCLE 

In the year 2014 Xu et.al [7] have identified four different 
types of users i.e. data provider, data collector, data miner, 
and decision maker. Yazan’s et.al extended the model from 
Xu, et.al. They have described the four user’s role in big 
data environment: data provider, data collector, and data 
miner and decision maker. In the context of big data, they 
have discussed user’s privacy concern and countermeasures 
that can be adopted to protect sensitive data. Corresponding 
to the four user’s roles in Xu model, Yazan et.al has 
extended their model and introduced four phases in their 
model. These four phases of lifecycle including data 
collection, data storage, and data analytics and knowledge 

creation phase. The first phase of this threat model is data 
collection phase. In this phase, data comes from different 
sources and with different formats. The second phase is data 
storage. In this phase, the data is stored and prepared for the 
use in the next phase. The third phase is data analytics 
phase. This phase is used to create knowledge. The last 
phase of his threat model is knowledge creation phase. 
However, the authors have completely ignored the role of 
data creator and have omitted the most important phase in 
their model related to data creation phase. Data creator must 
be the main phase of this threats and security model for big 
data life cycle. Also, in their threat model, they have not 
discussed anything about the origin of the data. So it is 
highly desirable to introduce another phase namely data 
creator. In fig 2 authors described the new security threat 
model for big data life cycle which includes the following 
phases: 

1. Data Creation Phase

The most important phase of improved security threat 
model for big data life cycle is data creation phase. A data 
creator is a person who provides data to the data collector. 
Keeping in view the security, it is a very important phase. 
Data creator is a person who creates data and post/submit to 
the data collector. He/she is the person who reveals 
information with his/her responsibility.  Once a creator 
hands over his/her information to others then, there is 
always a possibility of attacks. Attackers can misuse his/her 
information provided to the data collector. There are many 
cases reported, where a hacker have stolen sensitive data of 
the user.  

So a creator should aware of such type of attacks on his/her 
data. A creator must take into account the following 
suggestion to avoid an attack on his/her data. If a data 
creator considers his/her data to be sensitive, i.e. any theft of 
data may damage his/her privacy or reputation, then while 
providing the data, creator must keep in mind the following 
suggestions: 

1. The creator must keep in his/her mind that once any
information revealed from his side, he loses control
over it, irrespective of the sensitivity of data.

2. A creator should provide only relevant data to the data
collector.

3. The creator must be sure about the authenticity of the
data collector.

4. The creator must not provide his sensitive data until
required.

Once the data have been handed over to the collector, 
privacy of the same cannot be ensured [7]. Now the privacy 
of the data is depended on the data collection phase as well 
as subsequent phases. It is necessary for the creator to reveal 
only relevant information to others. As an end user (creator) 
is most prone to the security attacks  including phishing, 
authenticity, etc. Security countermeasures must be applied 
in this phase. 
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Fig. 2 The new security threat model for big data life cycle

2. Data Collection Phase

The second phase of the proposed security threat model is 
data collection phase. In this phase data collector plays two 
different roles: one is data collector as well as a data 
provider. This phase plays a role of a data collector phase 
and data creator phase plays a role of a data provider for the 
data mining phase. Data collection phase is vulnerable to 
several attacks like phishing, spoofing attacks [1]. To 
prevent from these attacks, a data collector must provide 
limited data to data miner. When data collector/provider 
provides data to data miner, then he/she always concerned 
about the privacy of the data [7].  

3. Data Mining Phase

The data collector provides modified data to the data miner. 
The primary concern of data miner is to prevent sensitive 
data from rogue. Data miner needs to modify data, what 
he/she got from the data collector. In this phase, there are 
some attacks [7]. Data mining phase is vulnerable to several 
attacks like novel networks attacks, content-based attacks 
[11], distributed/denial of service attacks [12], etc. 

4. Data Analytics Phase

The fourth phase of this proposed security threat model is 
data analytics phase. In this phase, the data analyzed the 
data obtained from data mining phase. For the data analysis, 
the analyzer examines huge amounts of data to discover 
hidden patterns, to extract sensitive data. The information 
obtained from this phase is used for decision-making [7]. 

5. Decision Maker Phase

The last phase of this proposed security threat model is 
decision maker phase. This phase utilizes verified and 
valued information obtained from the previous phase. The 
exact aim of data mining is to provide the useful 
information to the decision maker so, that decision maker  

can select a better way to achieve organization's goals. A 
decision maker has no responsibility for the protection of 
data [7].  

V. IMPORTANCE OF THE DATA CREATİON 
PHASE 

In big data lifecycle threat model authors have added a new 
phase ‘Data Creation Phase’ to the threat model presented 
by Yazan et.al. In this phase the creator creates information 
and this information is collected by the data collection 
phase. A creator may create information including name, 
Email, Mobile etc.  Once the information is reached to the 
collection phase, the creator loses control over this. It is 
now choice of the collector whether to maintain privacy of 
the collected information or not. If creator beforehand 
chosen not to provide the data, disclosure of which may 
create problem for him/her later them several problems 
related to privacy can be avoided. This justifies the 
importance of “data creation phase”. To strengthen the need 
and importance of the data creation phase, the researchers 
have collected data of 165 major cases of privacy breach 
from various sources. These case studies are available at 
[18-46]. The data is analyzed keeping in view the 
importance of data creation phase. The results reflect that if 
the creators would have taken care in advance about what 
data should be provided and what not, then theses fraud 
could have been avoided. 

VI. STATISTICAL ANALYSIS AND RESULTS

For the purpose of the research Social Networking Sites 
(facebook, twitter, instagram, linkedin, wechat, snapchat) 
and Commercial Sites (jeevansathi.com, shaadi.com, 
policybazar.com, and lifepartner.com) have been chosen. 
To investigate it is found that these sites frequently ask for 
the information including email id, mobile No, Date of 
Birth, gender, address etc. These are the basic information 
required by social sites and business sites. Fig. 3 and fig. 4 
show the percentage of basic information asked by the 
social networking sites and commercial sites respectively. It 
is found that mobile no; email id and date of birth are the 
most frequently asked information.  
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Fig.3 Basic Information asked by Social Networking sites 

Fig.4 Basic Information asked by Commercial sites 

Though this information does not look very significant with 
respect to privacy and security but exposure of this has 
given birth to several securities related incidents. For the 
purpose of research, the major incident during the year  

2006-2016 has been taken for analysis. The analysis (refer 
fig 5) shows that with the reveal of only mobile number and 
email id, several incidents are taking place. Increase in the 
security related incidents with the year shows the 
importance of the data creation phase.  

Fig. 5 Number of cyber cases happened due to reveal of mobile number and email id 

The research has also calculated the amount of money lost 
in these incidents. Fig. 6 and Fig. 7 show the year wise loss 
in terms of money due to reveal of email id and mobile 

number respectively. This again proves the importance of 
data creation phase in the life cycle. 
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Fig.6 Loss of money by misusing email id 

Fig.7 Loss of money by misusing Mobile Number 

VII. CONCLUSION

Big data is becoming a huge boon for the IT industry. It is 
used in various sectors such as health sector, social media, 
government sector and public sector, etc. because of IT 
technologies and the internet, a large amount of digital 
information created and distributed each day. In today’s 
heterogeneous environments data is collected from several 
sources such as social networking, through sensors, online 
transactions, etc. It is very vast in size that cannot be easily 
handled through traditional database handling techniques. 
With the increased use of big data, there arise many issues; 
especially security issues which may badly impact a 
person’s or an organization’s privacy. In this paper we have 
presented an improved security threat model for big data life 
cycle, it consists five phases including data creation phase, 
data collection phase, data mining phase, data analytics 
phase and decision-making phase. In this paper authors have 
shown the vulnerability of basic information that is asked by 
the social sites and commercial sites. Researchers have 
collected 165 major cases for the theoretical and statistical 
analysis. This analysis shows that with the reveal of only 
mobile number and email id, several incidents are taking 
place. Increase in the security related incidents and money 
loss with the year shows the importance of the data creation 
phase. The understanding of the behaviour of security 
related incidents and impacts of these incidents on society 
will help to find out the enough means to overcome the 
situation. 
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