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Abstract - The advancement of pay-per-use services of cloud is 
changing the environment for identity management because 
most of the identity paradigms are concentrating on the 
enterprises and erect restrictive, controlled and static 
environment. Now we are migrating in to new environment 
with updated versions, where services of cloud offered on-
demand and continuously assessment to meet the user 
expectations. Previous creations are being challenged with 
these innovations. For example, trust assumptions, 
implications of privacy and aspects of authentication and 
authorization are considered old. This paper presents the 
aspects of federation, communication and privacy in the cloud 
era to create new opportunities and to meet the business 
challenges. 
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I. INTRODUCTION 
 
One challenge in creating and managing a globally 
decentralized cloud computing environment is maintaining 
consistent connectivity between untrusted components 
while remaining fault-tolerant. A key opportunity for the 
emerging cloud industry will be in defining a federated 
cloud ecosystem by connecting multiple cloud computing 
providers using a common standard. The remainder of this 
section focuses on federation [1] in the cloud through use of 
the Internet Engineering Task Force (IETF) standard 
Extensible Messaging and Presence Protocol (XMPP) [1] 
and inter-domain federation using the Jabber Extensible 
Communications Platform (Jabber XCP), because this 
protocol is currently used by a wide range of existing 
services offered by providers as diverse as Google Talk, 
Live Journal, Earthlink, Facebook, ooVoo, Meebo, Twitter, 
the U.S. Marines Corps, the Defense Information Systems 
Agency (DISA), the U.S. Jabber XCP is a highly scalable, 
extensible, available, and device-agnostic presence solution 
built on XMPP and supports multiple protocols such as 
Session Initiation Protocol for Instant Messaging and 
Presence Leveraging Extensions (SIMPLE) and Instant 
Messaging and Presence Service (IMPS). Understanding the 
power of presence [4, 5] is crucial to unlocking the real 
potential of the Internet. At the most fundamental level, 
understanding presence is simple: It provides true-or-false 
answers to queries about the network availability of a 
person, device, or application. Presence [4] is a core 
component of an entity’s real-time identity. Presence serves 

as a catalyst for communication. Its purpose is to signal 
availability for interaction over a network. It is being used 
to determine availability for phones, conference rooms, 
applications, web-based services, routers, firewalls, servers, 
appliances, buildings, devices, and other applications. 
Information privacy or data privacy [9, 10] is the 
relationship between collection and dissemination of data, 
technology, the public expectation of privacy, and the legal 
issues surrounding them. The challenge in data privacy [9] 
is to share data while protecting personally identifiable 
information. The fields of data and information security 
design and utilize software, hardware, and human resources 
to address this issue. The ability to control what information 
one reveals about others over the Internet, and who can 
access that information, has become a growing concern. 
Privacy [6] is an important business issue focused on 
ensuring that personal data is protected from unauthorized 
and inappropriate collection, use, and disclosure, ultimately 
preventing the loss of customer trust and fraudulent activity 
such as identity theft, email spamming, and phishing. 
 

II. RELATED WORK 
 
Jabber XCP is a highly programmable platform, which 
makes it ideal for adding presence and messaging to 
existing applications or services and for building next-
generation, presence-based solutions. XMPP’s [2] profile 
has been steadily gaining since its inception as the protocol 
behind the open source instant messenger (IM) server jabber 
in 1998. XMPP’s advantages include:  
 
It is decentralized; anyone may set up an XMPP server. 
1. It is based on open standards.  
2. It is mature-multiple implementations of clients and 

servers exist. Robust security is supported via Simple 
Authentication and Security Layer (SASL) and 
Transport Layer Security (TLS) [3]. 

3. It is flexible and designed to be extended. 
 
The huge role that IM has had in establishing presence is 
evident with the protocols available today, such as Instant 
Messaging and Presence Service (IMPS), Session Initiation 
Protocol (SIP) for Instant Messaging and Presence 
Leveraging Extensions (SIMPLE), the Extensible 
Messaging and Presence Protocol (XMPP) [2], first 
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developed in the Jabber open source community and 
subsequently ratified as an Internet standard by the IETF. 
Implementation of presence follows the software design 
pattern known as publish-and-subscribe (pub-sub). This 
means that a user or application publishes information about 
its network availability to a centralized location and that 
information is broadcast to all entities that are authorized to 
receive it. 
 
Adhering to privacy [9, 10] best practices is simply good 
business but is typically ensured by legal requirements. 
Many countries have created laws to protect individuals’ 
right to have their privacy respected, such as Canada’s 
Personal Information Protection and Electronic Documents 
Act (PIPEDA), the European Commission’s directive on 
data privacy, the Swiss Federal Data Protection Act (DPA), 
and the Swiss Federal Data Protection Ordinance. In the 
United States, individuals’ right to privacy is also protected 
by business-sector regulatory requirements such as the 
Health Insurance Portability and Accountability Act 
(HIPAA), The Gramm- Leach Bliley Act (GLBA), and the 
Customer Proprietary Network Information (CPNI) rules. 
 

III. RESEARCH METHODS 
 
A. Four Levels of Federation 
 
1. Permissive Federation: Permissive federation [1] occurs 
when a server accepts a connection from a peer network 
server without verifying its identity using DNS lookups or 
certificate checking. The lack of verification or 
authentication may lead to domain spoofing (the 
unauthorized use of a third-party domain name in an email 
message in order to pretend to be someone else), which 
opens the door to widespread spam and other abuses. With 
the release of the open source jabberd 1.2 server in October 
2000, which included support for the Server Dial back 
protocol (fully supported in Jabber XCP), permissive 
federation met its demise on the XMPP network. 
 
2. Verified Federation: This type of federation occurs when 
a server accepts a connection from a peer after the identity 
of the peer has been verified. It uses information obtained 
via DNS and by means of domain-specific keys exchanged 
beforehand. The connection is not encrypted, and the use of 
identity verification effectively prevents domain spoofing. 
To make this work, federation requires proper DNS setup, 
and that is still subject to DNS poisoning attacks. Verified 
federation has been the default service policy on the open 
XMPP [2] since the release of the open-source jabberd 1.2 
server. 
 
3. Encrypted Federation: In this mode, a server accepts a 
connection from a peer if and only if the peer supports 
Transport Layer Security (TLS) [3] as defined for XMPP in 
Request for Comments (RFC) 3920. The peer must present 
a digital certificate. The certificate may be self-signed, but 
this prevents using mutual authentication. If this is the case, 
both parties proceed to weakly verify identity using Server 

Dial-back. XEP-0220 defines the Server Dial-back protocol, 
which is used between XMPP servers to provide identity 
verification. Server Dial-back uses the DNS as the basis for 
verifying identity; the basic approach is that when a 
receiving server receives a server-to-server connection 
request from an originating server, it does not accept request 
until it has verified a key with an authoritative server for the 
domain asserted by the originating server. Although Server 
Dial-back does not provide strong authentication or trusted 
federation, and although it is subject to DNS poisoning 
attacks, it has effectively prevented most instances of 
address spoofing on the XMPP network since its release in 
2000. This results in an encrypted connection with weak 
identity verification. 
 
4. Trusted Federation: Here, a server accepts a connection 
from a peer only under the stipulation that the peer supports 
TLS [3] and the peer can present a digital certificate issued 
by a root certification authority (CA) that is trusted by the 
authenticating server. The list of trusted root CAs may be 
determined by one or more factors, such as the operating 
system, XMPP server software, or local service policy. In 
trusted federation, the use of digital certificates results not 
only in a channel encryption but also in strong 
authentication. The use of trusted domain certificates 
effectively prevents DNS poisoning attacks but makes 
federation more difficult, since such certificates have 
traditionally not been easy to obtain. In the below fig.1 
explains how to get the IP address of website through levels 
of federation. 
 

 
Fig.1 Get the IP address of ABC.com 

 
B. How Encrypted Federation Differs from Trusted 
Federation 
 
Not all certificates are created equal, and trust is in the eye 
of the beholder. For example, I might not trust your digital 
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certificates if your certificate is “self-signed” (i.e., issued by 
you rather than a recognized CA), or your certificate is 
issued by a CA but I don’t know or trust the CA. In either 
case, if Joe’s server connects to Ann’s server, Ann’s server 
will accept the untrusted certificate from Joe’s server solely 
for the purpose of bootstrapping channel encryption, not for 
domain verification. This is due to the fact that Ann’s server 
has no way of following the certificate chain back to a 
trusted root.  
 
Therefore both servers complete the TLS negotiations, but 
Ann’s server then requires Joe’s server to complete server 
Dialback. In the trusted federation scenario, Dialback can be 
avoided if, after using TLS for channel encryption, the 
server verifying identity proceeds to use the SASL protocol 
for authentication based on the credentials presented in the 
certificates. In this case, the servers dispense with server 
Dialback, because SASL (in particular the EXTERNAL 
mechanism) provides strong authentication. 
 
C. Presence in the Cloud 
 
1. Presence Protocols 
 
Proprietary, consumer-oriented messaging services do not 
enable enterprises or institutions to leverage the power of 
presence. A smarter approach is to use one of the standard 
presence protocols, SIMPLE or XMPP is an instant 
messaging and presence protocol suite based on SIP and 
managed by the Internet Engineering Task Force (IETF). 
XMPP is the IETF’s formalization of the core XML [4] 
messaging and presence protocols originally developed by 
the open source Jabber community in 1999. These protocols 
have been in wide use on the Internet for over five years. In 
the below fig. 2 describe the connection between the cloud 
and to know the presence of the cloud like identity, location 
and data. 
   

 
Fig. 2 Presence in the cloud 

 
2. Presence Enabled 
 
What does it mean to be “presence-enabled”? [4] The basic 
concept is to show availability of an entity in an appropriate 
venue. Some modern applications aggregate presence 

information about all of a person’s various connections. For 
communication devices such as phones and applications 
such as IM, presence information is often built into the 
device itself. For less communication-centric applications, 
such as a document or web page, presence may be gathered 
by means of a web services API or channeled through a 
presence daemon. Providing presence data through as many 
avenues as possible is in large measure the responsibility of 
a presence engine, as described below.  
 
The presence engine [5, 6] acts as a broker for presence 
publishers and subscribers. A presence broker [7] provides 
aggregation of information from many sources, abstraction 
of that information into open and flexible formats, and 
distribution of that information to a wide variety of 
interested parties. In the realm of presence, the qualities of 
aggregation, abstraction, and distribution imply that the 
ideal presence broker is trustworthy, open, and intelligent.  
 
As presence [8] becomes more prevalent in Internet 
communications, presence engines need to provide strong 
authentication, channel encryption, explicit authorization 
and access control policies, high reliability, and the 
consistent application of aggregation rules. Being able to 
operate using multiple protocols such as IMPS, SIMPLE, 
and XMPP is a basic requirement in order to distribute 
presence information as widely as possible. Aggregating 
information from a wide variety of sources requires 
presence rules that enable subscribers to get the right 
information at the right time. In the below fig. 3 explain that 
there are two main servers to share the presence details to 
the local servers. 
 

 
Fig. 3 Presence cloud server overlay 

 
3. The Interrelation of Identity, Presence, and Location in 
the Cloud 
 
Digital identity [5] refers to the traits, attributes, and 
preferences on which one may receive personalized 
services. Identity traits might include government issued 
IDs, corporate user accounts, and biometric information. 
User attributes which may be associated with identities that 
are presence and location. Over the last few years, there has 
been an aggressive move toward the convergence of 
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identity, location, and presence [7, 8]. This is important 
because a standard framework tying identity to presence and 
location creates the ability to develop standards-based 
services for identity management that incorporate presence 
and location. Identity, presence, and location are three 
characteristics that lie at the core of some of the most 
critical emerging technologies in the market today: real-time 
communications (including VoIP, IM, and mobile 
communications), cloud computing [6], collaboration, and 
identity-based security. 
 
Presence is most often associated with real-time 
communications systems such as IM [6, 7] and describes the 
state of a user’s interaction with a system, such as which 
computer they are accessing, whether they are idle or 
working, and perhaps also which task they are currently 
performing (reading a document, composing email etc.). 
Location refers to the user physical location and typically 
includes latitude, longitude, and (sometimes) altitude. 
Authentication and authorization mechanisms generally 
focus on determining the “who” of identity, location defines 
the “where,” and presence defines the “what”—all critical 
components of the identity-based emerging technologies 
listed above, including cloud computing. 
 
4. Federated Identity Management 
 
Federated identity management (IdM) [7, 8] refers to 
standards-based approaches for handling authentication, 
single sign-on (SSO, a property of access control for 
multiple related but independent software systems) [7], role-
based access control, and session management across 
diverse organizations, security domains, and application 
platforms. It is a system that allows individuals to use the 
same user name, password, or other personal identification 
to sign on to the networks of more than one entity in order 
to conduct transactions. 
 
Single sign-on enables a user to log in once and gain access 
to the resources of multiple software systems without being 
prompted to log in again. Because different applications and 
resources support different authentication mechanisms, 
single sign-on has to internally translate to and store 
different credentials compared to what is used for initial 
authentication. The most widely implemented federated 
IdM/SSO [8] protocol standards are Liberty Alliance 
Identity Federation Framework (ID-FF), OASIS Security 
Assertion Markup Language (SAML), and WS-Federation. 
 
5. Federating Identity 
 
Identity federation standards describe two operational roles 
in an Internet SSO transaction: the identity provider (IdP) 
[6] and the service provider (SP). An IdP, for example, 
might be an enterprise that manages accounts for a large 
number of users who may need secure Internet access to the 
web based applications or services of customers, suppliers, 
and business partners. An SP might be a SaaS or a business-

process outsourcing (BPO) vendor wanting to simplify 
client access to its services. Identity federation allows types 
of organizations to define a trust relationship whereby the 
SP provides access to users from the IdP. There are four 
common methods to achieve identity federation [1, 2]: Use 
proprietary solutions, use open source solutions, and 
contract a vendor to do it, or implement a standard based 
federated solution. The most successful way to achieve 
identity federation [2] is to choose a standalone federation 
vendor, whose sole focus is to provide secure Internet SSO 
through identity federation to numerous applications and 
partners.  
 
These vendors provide best-of-breed functionality, and they 
will work with the identity management system you already 
have in place. These vendors should proactively go beyond 
the standards to address loopholes associated with 
underlying technologies such as XML digital signatures and 
provide centralizing management and monitoring of 
security credentials and identity traffic. 
 

IV. PRIVACY AND ITS RELATION TO CLOUD-
BASED INFORMATION SYSTEMS 

 
Protecting Privacy Information [8] the Federal Trade 
Commission is educating consumers and businesses about 
the importance of personal information privacy, including 
the security of personal information. In general, the basics 
for protecting data privacy [9, 10] are as follows, whether in 
a virtualized environment, the cloud, or on a static machine: 
 
1. Collection: There should have a valid business purpose 

for developing applications and implementing systems 
that collect, use or transmit personal data. 

2. Notice: There should be a clear statement to the data 
owner of a company’s/providers intended collection, 
use, retention, disclosure, transfer, and protection of 
personal data. 

3. Choice and Consent: Data owner must provide clear 
and unambiguous consent to the collection, use, 
retention, disclosure, and protection of personal data.  

4. Use: If it is collected, personal data must only be used 
(including transfers to third parties) in accordance with 
the valid business purpose and as stated in the Notice.  

5. Security: Important security measures must be in place 
(e.g., encryption) to ensure the confidentiality, 
integrity, and authentication of personal data during 
transfer, storage, and use. 

6. Access: The personal data must be available to the 
owner for review and update. To access personal data 
must be restricted to relevant and authorized personnel. 

7. Retention: Process must be in place to ensure that 
personal data is only retained for the period necessary 
to accomplish the intended business purpose or that 
which is required by law. 

8. Disposal: Personal data must be disposed of in a secure 
and appropriate manner (i.e., using encryption disk 
erasure or paper shredders). 
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TABLE I TECHNOLOGIES FOR PRIVACY PROTECTION MEASURES IN THE DATA LIFE CYCLE 
 

Data life cycle Privacy principles Privacy  protection 
measures Examples of PETs and ICT standards 

Collection Proportionality and purpose 
specification Data minimization 

Anonymous communication 
Anonymous credential Group and build 
signatures ISO/IEC JTC1/SC27 WG2 and 
WGS 
 

Storage Accountability ,Security measures 
and Sensitive data confidentiality Encryption 

AES NIST (FIPS 197) 
Sharing and 
processing 

Lawfulness and fairness, consent, 
right of access Data Access Control Privacy dashboard OASIS XACML,ITU-

T X.1142 

Deletion Openness, right to delete confidentiality Deletion Anonymization protocol 
Hash function ISO/IEC JTC1/SC27 WG2 

 
V. PRIVACY ISSUES AND RECOMMENDATIONS 

 
1. Governance: Extending organizational practices 
pertaining to the policies, procedures, and standards used 
for application development and service provisioning in the 
cloud, and also the design, implementation, testing, use, and 
monitoring of deployed or engaged services. Put it into one 
place audit mechanisms and tools to ensure organizational 
practices are followed throughout the system lifecycle. 
 
2. Compliance: Different types of laws and regulations that 
impose security and privacy obligations on the organization 
and potentially impact cloud computing initiatives, 
particularly those involving data location, privacy and 
security controls, records management, and electronic 
discovery requirements. Revise and assess the cloud 
provider’s offerings with respect to the organizational 
requirements to be met and ensure that the contract terms 
adequately meet the requirements. Take that the cloud 
provider’s electronic discovery capabilities and processes 
do not compromise the privacy or security of data and 
applications.  
 
3. Trust 
a. Consider the service arrangements have sufficient 

means to allow visibility into the security and privacy 
controls and processes employed by the cloud provider, 
and their performance over time.  

b. Establish clear, exclusive ownership rights over data.  
c. Organise a risk management program that is flexible 

enough to adapt to the constantly evolving and shifting 
risk landscape for the lifecycle of the system.  

d. Continuously monitor the security state of the 
information system to support on-going risk 
management decisions. 

 
4. Architecture: Trendy technologies that the cloud provider 
uses to provision services, including the implications that 
the technical controls involved have on the security and 
privacy of the system, over the full system lifecycle and 
across all system components.  
 
5. Identity and Access Management: Take into 
consideration that adequate safeguards are in place to secure 

authentication, authorization, and other identity and access 
management functions, and are suitable for the organization.  
 
6. Software Isolation: The virtualization and other logical 
isolation techniques that the cloud provider employs in its 
multi-tenant software architecture, and assess the risks 
involved for the organization.  
 
7. Data Protection: Assess the suitability of the cloud 
provider’s data management solutions for the organizational 
data concerned and the ability to control access to data, to 
secure data while at rest, in transit, and in use, and to 
sanitize data. Considering the risk of collating 
organizational data with that of other organizations whose 
threat profiles are high or whose data collectively represent 
significant concentrated value. Well understand and weigh 
the risks involved in cryptographic key management with 
the facilities available in the cloud environment and the 
processes established by the cloud provider.    
 
8. Availability: Evaluate contract provisions and procedures 
for availability, data backup and recovery, and disaster 
recovery, and ensure that they meet the organization’s 
continuity and contingency planning requirements. Ensure 
that at the time of an intermediate or prolonged disruption 
or a serious disaster, critical operations can be immediately 
resumed, and that all operations can be eventually 
reinstituted in a timely and organized manner.  
 
9. Incident Response: Remember the contract provisions 
and procedures for incident response and ensure that they 
meet the requirements of the organization. Cloud provider 
has a response process in place and sufficient mechanisms 
to share information during and after an incident. Consider 
that the organization can respond to incidents in a 
coordinated fashion with the cloud provider in accordance 
with their respective roles and responsibilities for the 
computing environment. 
 

VII. CONCLUSION 
 
The importance and relevance of federation, presence, 
identity, and privacy in cloud computing. We covered the 
latest challenges, solutions, and potential future for each 
area. Combined with the standards for cloud computing, the 
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concepts of this chapter are the glue for the architectural 
elements that make the cloud a highly distributed, reliable, 
flexible, and cost-efficient functional medium in which to 
conduct business. The number-one concern and challenge 
concerning cloud computing and services is security It is a 
critical element of cloud computing and is associated with 
the other areas discussed in this chapter. In the next chapter, 
we will discuss the latest security vulnerabilities, 
challenges, and best practices for security in the cloud. 
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