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Abstract - Network is a chain, a weak link in that can break 
a system. Network plays a vital role in modern computer 
industry. Making secure network is more important because a 
lot	of	confidential	transactions	are	performed	over	the	network.	
In	 this	 world	 of	 universal	 electronic	 connectivity	 “Hackers”	
threaten the prosperity and productivity of individuals and 
corporations, to prevent that we introduce a new type of security 
with KERBEROS. This paper deals with networking in a most 
secured	 manner.	 In	 this	 advanced	 Hacking	 world	 network	
security seems to be more important and it plays a vital role in 
communication over networks. This is made possible by using 
the KERBEROS, the best way of implementing the network 
security. 

1. IntroductIon

The generic name for the collection of tools designed to 
protect data and to thwart hackers is known as Computer 
Security. The measures that are needed to protect data during 
their transmission and to guarantee that transmissions are 
authentic is Network Security.
The key aspects to securing communications over a distributed 
environment are authentication, integrity, confidentiality 
and authorization [1]. Kerberos is a network protocol that 
addresses the authentication part. This application aims at 
using Kerberos V5 to secure the communication between a 
J2Me MIDlet communicating over the GPRS, and a Banking 
Transaction Server. This project mainly covers at gaining 
the initial ticket provided by the authentication server. 
Authentication server checks its database to authenticate the 
user. If the username and the password matches it generates 
and initial ticket by which we can obtain many service tickets 
to access the services provided by the banking transaction 
server.In [9],  This paper is a survey on how  the  Kerberos  
V5 can  be  transported over TLS protocol in order to provide 
additional security features. This document describes an 
extensibility mechanism for Kerberos V5 protocol which 
improves the security in TLS protocol.
The rest of the paper is organized as follows. Chapter 2 
discusses about the need for security, Chapter 3 highlights 
the various Technologies involved in cryptography. Chapter 4 
highlights the Working of Kerberos key distribution. The Paper 
ends in Chapter 5 highlights the Working of sub protocols and 
Chapter 6 with the Conclusion and the proposed work.

II. need for securIty

Security and privacy are important because many people 
in many places have access to a computer network. The 

information stored in some of the network machine may be 
of great valves to a corporation. It must not to be lost, stolen 
or damaged. It is important to protect the data and programs 
from hardware and software failure, from catastrophes and 
from criminals, vandals, incompetents and people who would 
misuse it. Users for whom security is of little or no importance 
and users for whom it is vital often share a network. Network 
is prone to attacks such as

1) Interception : An unauthorized party gains access to asset.
This is an attack on confidentially. The unauthorized party 
could be a person, program or a computer. 

Examples: wire taping to capture data in network and the 
illicit copying of files or programs.

2) Modification : An unauthorized party does not gain access
but tampers with an asset. This is an attack on integrity. 

Examples: Changing values in a data file, altering programs 
so that it performs differently and modifying the content off 
messages being transmitted in a network.

3) Fabrification : An unauthorized party inserts counterfeit
objects into the system. This is an attack on authenticity.

Examples: the insertion of spurious messages in a network or 
the addition of records to a file. 

Fig.1 Need for security
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A. Security Requirements

1) Secrecy: Requires that the information in a computer 
system only be accessible for reading by authorized parties. 
This type of access includes printing, displaying and other 
forms of disclosure including simply revealing the existence 
of an object.                                                                                                                            

2) Integrity: Requires that only authorized parties can modify 
the computer system assets. Modification includes writing, 
changing status, deleting and creating. 

3) Availabilty: Requires that the computer system assets are 
available to authorized parties.

III. technology Involved In cryPtograPhy

Cryptography is the science of using mathematics to encrypt 
and decrypt data. Cryptography enables you to store sensitive 
information or transmit it across insecure networks (like 
the internet) so that it cannot be read by anyone expect the 
intended recipient.

A. Encryption and Decryption

The method of disguising plain text in such a way as to 
hide its substance is called encryption. Encryption ensures 
that information is hidden from anyone for whom it is not 
intended, even those who can see the encrypted data. The 
process of reverting cipher text to its original plaintext is 
called decryption.

A cryptography algorithm works in combination with a key 
word, number or phrase to encrypt the plain text, which 
is then decrypted using the same key to produce original 
message. There are two primary encryption methods. They 
are as follows.

B. Secret - Key Cryptography

Secret-key cryptography, also known as symmetric 
cryptography uses the same to encrypt and decrypt the 
message. Therefore, the sender and recipient of a message 
must share a secret, namely the key. A well secret-key 
cryptography algorithm is the data encryption standard 
(DES), which is used by financial institutions to encrypt PIN 
(personal identification numbers)

Disadvantages: Secret-key cryptography is impractical 
for exchanging messages with a large group of previously 
unknown corresponding over a public networks. For a 
merchant to conduct transactions with millions of Internet 
subscribers, each transmitted over a separate secure channel.

Because conventional cryptography was once the only 
available means for relaying secret information, the expense 
of secure channels and key distribution relegated its use only 
to those who could afford it such as government and large 
banks.

C. Public-Key Cryptography

Public-key cryptography also known as asymmetric 
cryptography uses two keys: one key to encrypt the message 
and the other key to decrypt the message. The two keys are 
mathematically related so that data encrypted with either key 
can only be decrypted using the other. Each user has two keys: 
a public key and a private key. The user distributes the public 
key. Because of the relationship between the two keys, the 
user and anyone receiving the public key can be assured that 
the data encrypted with the public key and send to the user 
can only decrypted when the user uses the private key. This 
assurance is maintained if the user ensures that the private 
key is not disclosed to anyone else. Therefore the user should 
generate the key pair. The user should generate the best-known 
public-key pair. The best-known public-key cryptography 
algorithm is RSA (Rivest-Shamir-Adalman). The primary 
benefit of public-key cryptography is that it allows people 
who have no pre-existing security arrangement to exchange 
messages securely. The need for sender and receiver to 
share secret key via some secure channels is eliminated; all 
communication needed only public keys and a no private key 
is transmitted or shared. Cryptography strength is measured 
in the time and resources it would require to recover the plain 
text.

D. Key Authentication

Many forms of authentication are based on the idea that an 
entity can prove its identity if it can prove it knows a key, 
such as a password, that only it can know. Authentication 
techniques that rely on a secret, such as a password, need 
to have a way to keep the secret from becoming public 
knowledge.  A password owner cannot walk up to a door and 
give the password. Some one besides the doorkeeper might 
be listening; or it might be the wrong door. In order to keep 
the secret, there must way to prove a user knows the password 
without revealing the password. That is the idea behind secret 
key authentication, a method of verification used throughout 
the KERBEROSPROTOCOL.

In the Kerberos protocol model, client/server connection 
begins with the authentication. Client and server, in turn, 
step through a sequence of actions designed to verify to the 
party on each end of the connection that the party on the other 
end is genuine. If authentications is successful, session setup 
completes and a secure client/server session is established.  
The Kerberos protocol makes use of key authentication; 
authenticator messages, the Kerberos key distribution center, 
session tickets, and ticket granting tickets to provide a secure 
session.

Fig. 2 Key Authentication
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Iv. workIng of kerberos key dIstrIbutIon

A client will want to communicate with many servers and will 
need different keys for each of them. A server communicates 
with many clients and needs different keys for each of them, 
as well. If each client needs a different key for every server, 
and each server needs a different key for every client, key 
distribution becomes a problem. In addition, the need to 
store and protect many keys on many computers creates an 
enormous security risk. 

The name of the Kerberos protocol suggests its solution to 
the problem of key distribution. Kerberos (or Cerberus) was 
a figure in classical Greek mythology- a fierce, three-headed 
dog who kept living intruders from entering the under world. 
Like the mythical guard, the Kerberos protocol has three 
heads: a client, a server, and a trusted intermediary in this 
protocol are the Key Distribution Center (KDC). 

The KDC is the service running on a physically secure 
server. It maintains a   database with account information for 
all security principals in its realm. A realm is the Kerberos 
equivalent of domain in Microsoft windows. Along the 
other information each security principal, the KDC stores a 
cryptographic key known only to the principal of the KDC. 
This is the master key used in exchanges between each 
security and the KDC. 

In most implementations of the Kerberos   protocol, this 
master key is derived using a hash function from a security 
principal’s password. When a client wants to create a secure 
connection with a server, the client begins by sending a 
request to the KDC, not to the server that it wants to reach. 
The KDC creates and sends to the client a unique session key 
for the client and a server to use to authenticate each other. 
The KDC has access to both the client’s master key and the 
server’s master key. The KDC encrypts the server’s copy of 
the session key using the server’s master key, and the client’s 
copy using the client’s master key. 

The KDC could fulfill its role as trusted intermediary by 
sending the session key directly to each of the security 
principals involved, but in practice this procedure will not 
work, for a number of reasons. Instead, the KDC sends both 
encrypted session keys to the client. The session key for the 
server is included in a session ticket.

A. Session Tickets

Instead of sending the encrypted session keys to both of the 
principals, the KDC sends both the client’s and the server’s 
copies of the session key to the client. The client’s copy of 
the session key is encrypted with the client’s master key and 
therefore cannot be decrypted by any other entity. The server’s 
copy of the session key is embedded, along with authorization 
data about the client, in a data structure called a ticket. The 
ticket is entirely encrypted or other entity that does not have 
access to the server’s master key. It is the responsibility of the 

client to store the ticket safely until contact with the server. 
The KDC only provides ticket-granting service. 

The client and server are responsible for keeping their 
respective master keys secure. When the client receives 
the kdc’s response, it extracts the ticket with its own copy 
of the session key, putting both aside in a secure cache. To 
establish a secure session with the secure, it sends the server 
a message consisting of the ticket, still encrypted with the 
server’s master key, and an authenticator message encrypted 
with the session key. Together, the ticket and authenticator 
message are the client’s credentials to the server. When the 
server receives credentials from a client, it decrypts the ticket 
with its master keys, extracts the session key, and uses the 
session key to decrypt the client’s authenticator message. 
If everything check’s out, the server knows that the client’s 
credentials were issued by the KDC, a trusted authority. For 
mutual authentication, the server responds by encrypting 
the timestamp from the client’s authenticator message using 
the session key. This client then decrypts the message. If the 
returned message is the same as the timestamp in the original 
authenticator message, the server is authenticated. As an added 
benefit, the server does not need to store the session keys it 
users with its client’s. It is client’s responsibility to manage 
the ticket for the server in its ticket cache and to present that 
ticket each time it accesses the server. Whenever the server 
receives a ticket from a client, it uses it accesses the server. 
Whenever the server receives a ticket from a client, it uses its 
master key to decrypt the ticket and extract the session key. 

When the server no longer needs the session key, the key is 
purged. The client does not need to access the KDC each time 
it wants access to this particular server. Tickets can be reused. 
As a precaution against the possibility of ticket theft, tickets 
have an expiration time, specified by the KDC in the ticket 
structure. How long a ticket is valid depends on kerberos 
policy for the realm. 

Typically, tickets are good for no longer than eight hours 
about length of a normal logon session. When the user at a 
client workstation logs off, the client ticket cache is flushed 
and all tickets and clients session keys are destroyed.

B. Key Distribution Center

Windows 2000 implements the key Distribution Centre 
(KDC) as a domain service. It uses the Active Directory as 
its account database and the Global Catalog for directing 
referrals to KDC’s in other domains.  When a user logs on, the 
client requests a ticket for the KDC just as it would request a 
ticket for any other service. The KDC responds by creating a 
logon session key and a ticket for special server, the KDC’s 
full ticket granting service. 

One copy of the logon session key is embedded in the ticket, 
and the ticket is encrypted with the KDC’s master key. Another 
copy of the logon session key is encrypted with the master 
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key derived from the user’s logon password. Both the ticket 
and encrypted session key are sending to the client. When 
the client gets the KDC’s reply, it decrypts the logon session 
key with the user’s logon password. The client no longer 
needs the key derived from the user’s password because the 
client will now use the logon session key to decrypt its ticket 
cache along with its ticket for the KDC’s full ticket granting 
service. The ticket for the full Ticket-granting service is called 
a Ticket-granting Ticket (TGT).

table 1 kerberos of sub Protocol

v. workIng of sub Protocols

A. Authentication Service (As) Exchange

The user begins logging on to the network by typing a 
logon name and password. The Kerberos client on the user’s 
workstation converts the password to an encryption key 
and saves the result in a program variable. The client then 
requests credentials for the KDC’s ticket-granting service by 
sending the KDC’s authentication service a message of type 
KRB_AS_REQ (Kerberos Authentication Service Request). 
The first part of these message identifiers the user and the 
TGS service being requested. The second part of the message 
contains pre-authentication data intended to prove that user 
knows the password. This is simply an authenticator message 
encrypted with the master key derived from the user’s login 
password. When the KDC receives KRB_AS_REQ, it looks 
up the user in its database, gets the associated user’s master 
key, decrypts the pre-authentication data, and evaluates the 
timestamp inside. If the timestamp is valid the KDC can be 
assured that the pre-authentication data was encrypted with 
the user’s master key and thus that the client is genuine.  Once 
it has verified the user’s identity, the KDC creates credentials 
that the client can present to the ticket-granting service. It 
invents a logon session key and encrypts a copy with the 
user’s master key. It embeds another copy of logon session 
key and the user authorization data in a TGT, and encrypts the 
TGT with the KDC’s own master key.

The KDC sends these credentials back to the client by 
replying with a message o type KRB_AS_REP (Kerberos 
Authentication Service Reply). When the client receives 
the reply, it uses the key derived from the user’s password 
to decrypt the new logon session key. The client stores the 
new in its ticket cache. The client extracts the TGT from the 
message and stored that in its cache as well. 

B. Ticket Granting Service (Tgs) Exchange

To request a ticket for another service from the KDC’s the 
following process is used. The Kerberos client on the user’s 
workstation requests credentials for the service by sending a 
message or type KRB_TGS_REQ (Kerberos Ticket Granting 
Service Request). This message consists of the identity of 
the service for which the client is requesting credentials, an 
authenticator message encrypted with the user’s new logon 
session, and the TGT obtained from the Authentication 
Service (AS) exchange. When it receives a KRB_TGS_REQ, 
the KDC Decrypt the TGT       with   its secret key and extras 
the user’ logon session key.  The KDC users the logon session 
key to decrypt the user’s authenticator message and evaluate 
that, if the authenticator passes the test, the KDS extracts the 
user’s authorization data from the TGT and invents a service 
session key for the user to share with the desired server.

The KDC encrypt one copy of the service session key with 
the user’s logon session key. The KDC embeds another copy 
of the service session key in a ticket, along with the user’s 
authorization data and encrypt the tickets with the server’s 
master key. The KDC sends these credentials back to the 
client by replying with a message of type KRB_TGS_REP 
(Kerberos Ticket-Granting Service Reply). When the client 
receives the reply, it decrypts the service session key with the 
user’s logon session key, and stores the service session key in 
its ticket cache. The client extracts the ticket to the server and 
stores that in its tickets cache.

C. Client/Server (Cs) Exchange

One a user has a ticket to a server. The workstation client 
can establish a secure communications session with that 
server. This is done using the following steps. The client 
sends the server a message of type KRB_AP_REQ (Kerberos 
application request). This message contains an authenticator 
message encrypted with the key sent by the KDC for the session 
the server. The ticket for sessions with the server, and a flag 
indicating whether the client requests mutual authentications. 
Setting of the flag requesting mutual authentication is options 
of the options in configuring Kerberos. The user is never 
asked whether mutual authentication should be used or not. 
The server receives KRB_AP_REQ, decrypts the ticket, and 
extracts user’s authentication data and the session key. The 
server uses the session key from ticket to decrypts the user’s 
authenticator message and evaluates the timestamp inside.

If the authenticator message is valid, the server checks the 
mutual authentication flag in the client’s request. If the 
mutual authentication flag is set, the server uses the session 
key to encrypt the time from the user’s authenticator message 
and return the results in a message of type KRB_AP_REP 
(Kerberos Application Reply). When the client receives 
KRB_AP_REP, it decrypts the server’s authenticator message 
with the session key it shares with the server, and compares 
the time sent back by the service with the time in its original 

A Formal Analysis and Some Properties of Kerberos in Network Security 

AJCST  Vol.1 No.1  January - June 20129



authenticator message. If they match, the client is assured that 
the service is genuine and the connection proceeds.

vI. conclusIon

Kerberos proves to be much efficient when compared to other 
network security methods. It provide a better level of security. 
Kerberos, the strongest encryption obtainable today will hold 
up tomorrow’s the more computing power.
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