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Abstract - Software Defined Networking (SDN) is a new 

architecture that provides innovative set of tools for facing the 

network challenges. Using of software-based control plane and 

data plane, SDN is easily managing the adapted tradition 

network functions. In the real time scenario SDN is managing 

resources of different types of networks such as mobile 

networks, IoT and internet communication and data centers. 

To manage these all inter discipline functionalities from 

various networks SDN need of AI integration. Artificial 

intelligence (AI) is an extensive scientific revolution which 

enables SDN/NVF to solve problems by emulating complex 

network processes such as routing, dynamic configurations, 

bandwidth availability and domain name processing and 

transmission in communication etc. This paper presents a 

comprehensive review of the application of AI techniques for 

improving performance of SDN and NVF. The ML based AI 

techniques learn the data plane functionalities such as MAC, 

implementation of routing algorithms, firewall systems and 

load balance. AI-based ML techniques and also learn topology 

abstraction and NOS in the control plane in the network then 

monitoring the devices, reduce the non-linearity  in network 

communication, create  quality of transmission and finally 

deploy the  autonomic  controlling on systems. ML-based AI 

techniques can able to create SDN in autonomic and self-

managing networks which allows SDN to learn about network 

subsequently take automatic decisions. This article describes 

on how to interpret the AI techniques and wide deployment of 

autonomic learns nature in the SDN also describes the   

opportunities and challenges in AI based SDN. 

Keywords: SDN, NVF, Artificial Intelligence, Machine 

Learning 

 

I. INTRODUCTION 

 

SDN is a big revolution in the network which can able to 

control the network operations with the software interface 

also allowing the virtualization on connected nodes with the 

help of cloud computing. Architecture of the SDN generally 

divided into three parts they are data plane, control plane and 

management plane [1]. SDN decision of packet forwarding 

is based on flow-based, instead of destination-based. Data 

plane phase describe about hardware devices in the network 

their connections with either wired or wireless. In the cloud 

this data plane reflected as multiple images and it is strongly 

coupled with control plane. Control plane decides the how to 

handle the network traffic according to decisions will take in 

data plane. Control logic is moved to an external entity, the 

so called SDN controller or Network Operating System 

(NOS). The NOS is a software platform that runs on 

commodity server technology and provides the essential 

resources and abstractions to facilitate the programming of 

forwarding devices based on a logically centralized, abstract 

network view. Its purpose is therefore similar to that of a 

traditional operating system. 

 
Fig. 1 Basic architecture of SDN  

 

The management plane is the set of applications that 

leverage the functions offered by the NI to implement 

network control and operation logic. This includes 

applications such as routing, firewalls, load balancers, 

monitoring, and so forth. Essentially, a management 

application defines the policies, which are ultimately 

translated to southbound-specific instructions that program 

the behaviour of the forwarding devices. The distribution 

abstraction should shield SDN applications from the vagaries 

of distributed state, making the distributed control problem a 

logically centralized one [2] [3]. Its realization requires a 

common distribution layer, which in SDN resides in the 

NOS. This layer has two essential functions. First, it is 

responsible for installing the control commands on the 

forwarding devices. Second, it collects status information 

about the forwarding layer (network devices and links), to 

offer a global network view to network applications. The last 

abstraction is specification, which should allow a network 

application to express the desired network behaviour without 

being responsible for implementing that behaviour itself. 

This can be achieved through virtualization solutions, as well 

as network programming languages. These approaches map 

the abstract configurations that the applications express 
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based on a simplified, abstract model of the network, into a 

physical configuration for the global network view exposed 

by the SDN controller.  

 

  
Fig. 2 Different Planes and API system of SDN 

 

As recently referenced, the solid coupling among control and 

data planes has made it hard to add new usefulness to 

traditional networks. The coupling of the control and data 

planes makes the improvement and sending of new system 

networking routing (e.g., directing calculations) hard since it 

would suggest a change of the control plane of all network 

system – through the installation  of new firmware and, now 

and again, hardware upgrades. Consequently, the new 

networks regularly presented by means of costly, specific 

and hard-ton figure hardware (aka middle boxes) such as 

load balancers, intrusion detection systems (IDS), and 

firewalls, among others [4]. These center boxes should be 

put deliberately in the system, making it significantly harder 

to later change the system topology, arrangement, and 

usefulness.  

 

Hypervisors empower unmistakable virtual machines to have 

a similar equipment assets cloud infrastructure-as-a-service 

(IaaS), every client can have its very own virtual resource. 

This empowered new income and plans of action where 

clients apportion assets on-request, from a common physical 

framework, at a generally ease. In the meantime, suppliers 

improve utilization of the limit of their introduced physical 

foundations, making new income streams new paradigm for 

SDN is learning the network actions with Machine Learning 

(ML) [5]. ML can automation (recognize-act) and 

recommendation (recognize-explain-suggest), and it has the 

potential to represent a paradigm shift on the way we 

operate, optimize and troubleshoot data networks .Machine 

Learning. 

 

In this paper, we advocate that advancement in the SDN 

enable of ML and centralized view of the network, network 

analytics, AI based controlling and gaining knowledge on 

the network. In this context, the AI can use various ML 

approaches, such as Deep Learning (DL) techniques, to 

gather knowledge about the network, and exploit that 

information to control the network utilizing intelligently 

incorporated control abilities given by SDN. We also 

discussed about various challenges on SDN with deployed 

AI in various situations.  

 

II. AI BASED KNOWLEDGE DISCOVERY 

 

ML  aims to gather  the complete information about and 

view of the network then it monitor the data plane elements 

while forwarding the packets by the nodes in order to access 

traffic information .by using this knowledge the ML based 

AI control the overflows and control the congestion at the 

node also directs the packets in an optimal path. To do this 

AI gather the knowledge on network and analytics the 

network .The data analytics follows the given cases, 

 

1. Packet-Level and Flow-Level Data: This kind of 

knowledge lean for packet inspection regarding their 

destination reachable, in that path sate of flow and 

traffic as well it will see the optimal path searching. 

2. Network State: This knowledge learning provide 

information about physical links, communication quality 

and logical communication in the autonomous systems. 

3. Control & Management State: This knowledge learning 

provide information about SDN layers communication 

especially Between Control Plane and Management 

Plane Including Policy, Virtual Topologies, 

Application-Related Information, Etc. 

4. Service-Level Automatic: This knowledge learning 

provide information about behaviour of the application 

and how it is reliability with the network performance. 

The above mentioned issues are more precious to knowledge 

defined network by AI. 

 

A. Network Analytics using Machine Learning: ML 

algorithms are the core of the AI, which can gain and learn 

from the network behaviour. The present and verifiable 

information given by the analytical platforms are utilized to 

feed learning algorithms that gain from the network. This 

process in three methodologies: 
 

1. Supervised Learning 

2. Unsupervised Learning  

3. Reinforcement Learning 

 

In supervised learning, the AI takes in a model that discuss 

about network behaviour, i.e., a capacity that relates network 

variability to the task (e.g., traffic load and network 

configuration). It requires labelled raining data and feature 

engineering to represent network data. 

 

Unsupervised learning is an information driven learning 

disclosure approach that can consequently deduce a capacity 

that depicts the structure of the examined information or can 

feature connections in the information that the system 

administrator might be uninformed of. For instance, the AI 

might have the capacity to find how the nearby climate and 

detects the connection's usage. 
 

In the reinforcement learning approach, a product operator 

expects to find which activities lead to an ideal arrangement.  
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For instance the system director can set an objective strategy, 

for example the postponement of a lot of streams, at that 

point the operator follows up on the SDN controller by 

changing the setup what's more, for each activity gets a 

reward, which increments as the set up arrangement draws 

nearer to the objective approach.  

 

B. Machine Learning based North Bound Controlling: The 

AI eases the transition between telemetry data collected by 

the analytics platform and control specific actions. 

Traditionally, a network operator had to examine the metrics 

collected from network measurements and make a decision 

on how to act on the network [6]. The information about 

network measurements and make a decisions on networks 

loaded into AI which is allows to make decisions. Depending 

network operator and involvement in the decision making 

process, there are two direct sets of applications for the 

Knowledge discovery in the network. 

 

1. Closed loop: When utilizing regulated or support taking 

in, the system show got can be utilized first for 

computerization, since the KP can settle on choices naturally 

for the benefit of the system administrator. Second, it very 

well may be utilized for enhancement of the current system 

design, given that the educated system model can be 

investigated through basic streamlining strategies to discover 

(quasi)optimal designs. On account of unsupervised taking 

in, the learning found can be utilized to consequently 

enhance the arrange by means of the interface by the SDN 

controller. For case the connection between traffic, steering, 

topology and the subsequent postponement can be 

demonstrated to then apply ideal steering designs that limit 

delay. 

 

2. Open Loop: For this situation the system administrator is 

still in charge of settling on the choices, anyway it can 

depend on the Knowledge plane to facilitate this assignment. 

When utilizing regulated taking in, the display learned by 

ML can be utilized for approval (e.g., to question the model 

before applying conditional changes to the framework). The 

model can likewise be utilized as an instrument for execution 

estimation and imagine a scenario where investigation, since 

the administrator can tune the factors considered in the 

model and get an appraisal of the system execution. When 

utilizing unsupervised taking in, the relationships found in 

the investigated information may serve to give suggestions 

that the system administrator can mull over when deciding. 

 
TABLE I ML TECHNIQUES WITH RESPECT TO CLOSED LOOP AND  

OPEN LOOP 
 

Learning Closed Loop Open Loop 

Supervised 
Automation, 

Optimization 

Validation 

Estimation 

What-if analysis 

Unsupervised Improvement Recommendation 

Reinforcement 
Automation 

Optimization 
N/A 

The northbound controller API offers a typical interface to, 

human, programming based system applications and strategy 

producers to control the system components. In the last case, 

the clients of the API express their expectations towards the 

arrange, which at that point are converted into explicit 

control mandates [7]. The KP can work both over objective 

or explanatory dialects as long as it is prepared in like 

manner. Be that as it may, also, at the season of this 

composition, growing really expressive what's more, 

abnormal state definitive northbound APIs is an open look 

into inquiry. Such goal based definitive dialects give 

robotization and knowledge capacities to the framework. In 

this specific circumstance, we advocate that the KP speaks to 

a chance to help on their improvement, as opposed to an 

extra dimension of knowledge. Subsequently, we imagine 

the KP working over basic dialects, while making a 

difference on the interpretation of the expectations expressed 

by the strategy producers into system orders. 

 

Ultimately, the agent will learn the set of configuration 

updates (actions) that result in such target policy. Recently, 

deep reinforcement learning techniques have provided 

important breakthroughs in the AI field that are being 

applied in many network-related fields. 

 

C. AI Based Resource Management in an NFV: This use 

case presents how the AI worldview can likewise be 

valuable with regards to Network Function Virtualization 

(NFV). NFV is an administration worldview where arrange 

capacities (e.g., firewalls, stack balancers, and so forth.) 

never again require explicit equipment apparatuses but 

instead are executed as Virtual Network Functions (VNFs) 

that keep running over broadly useful equipment. The asset 

the executives in NFV situations is a complex issue since 

VNF arrangement may have a vital effect on the general 

framework execution. The issue of ideal Virtual Machine 

(VM) position has been broadly considered for Data Center 

(DC) situations, where the system topology is for the most 

part static. In any case, in NFV situations the position of a 

VNF changes the execution of the virtualized organize. This 

builds the multifaceted nature of the ideal situation of VNFs 

in NFV organizations. In spite of the overlay case, in the 

VNF position issue all the data is accessible, e.g., virtual 

system topology, CPU/memory use, vitality utilization, VNF 

execution, traffic attributes, current design, and so on. Be 

that as it may, for this situation the test isn't the absence of 

data yet rather its unpredictability. The conduct of VNFs rely 

upon numerous different components and in this way 

creating precise models is testing.  

 

The AI worldview can address a large number of the 

difficulties presented by the NFV asset allotment issue. For 

instance, the KP can portray, through ML strategies, the 

conduct of a VNF as an element of the gathered 

examination, for example, the traffic handled by the VNF or 

the arrangement pushed by the controller. With this model, 

the asset necessities of a VNF can be displayed by the 

knowledge plane without changing the system. This is useful 
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to upgrade the situation of this VNF and, along these lines, to 

upgrade the execution of the general system. 

 

III. AI BASED SDN CHALLENGES 

 

The AI adaption in SDN brings more advantages to network, 

in the similar way there are some challenges are addressed 

with respect to AI based SDN. 

 

A. New ML Mechanisms: Adapting of ML is to become 

flexible tool in current trend in to computer learning. Few 

mechanisms are becoming challenge for it example learning 

of graphs, they are used in identifying the topology of 

network which can also determine the performance and how 

networks change dynamically. If the graph is convenient to 

lean in case of deterministic .ML evolution is and their 

algorithms able to model the topology accordingly and that 

can be represent through the network.ML can sense the 

graph theory with help of AI techniques such as Q-learning 

techniques, convolution neural networks and other deep 

learning techniques etc. In addition if the network is in Non-

deterministic then analytical process of ML not gives 

guarantees about networking and difficult to identifies the 

network errors .moreover the present network protocols are 

understand the deterministic graphs .It needs manual 

verification by human interaction. It is usually impractical 

when using ML-derived models. ML adaption is works 

properly when the training set is represent properly. This is 

an important research question that needs to be addressed. 

Unfortunately even with AI installation we need a deep 

learning of the relationship between the accuracy of the ML 

models, the characteristics of the network, and the size of the 

training set.  In this scenario, we are addressing that ML 

need to test the set of configurations in SDN, load balance 

and traffic with new set of tools.  

 

B. Standardized Datasets:  ML techniques heavily depends 

on training data sets. SDN crate the different kinds of data 

from different scenarios, ML algorithms learn such kinds of 

data and create the more quality training data set in a 

straightforward approach. This kind of straightforward 

approach useful in routing and VNF experiments. Generating 

of quality training data set in a straightforward approach of 

AI algorithms can able to contribute with larger datasets. 

 

C. Data Flow and Use of Network Resources: SDN requires 

the fine-grained volume of network also needs traffic 

prediction, forecasting, and estimation of network resources 

in interconnect networks. For example Major network 

resource for transmitting the data is bandwidth .generally this 

bandwidth will be allocate in fixed size as well variable size 

[8]. When a service provisioned in a small bandwidth 

without considering the future requirement, whenever after 

some time the connected nodes dramatically increased then 

the communication needs more bandwidth. This may be 

happen for many channels simultaneously.  In this situation 

how AI should predict and control about managing the 

situation without loss the data is a big challenge. 

  

D. Traffic Monitoring and Measuring in Real-Time: Real-

time applications are delay sensitive and demand stringent 

QoS requirements and provisioning to adapt to network 

changes and dynamic resource allocation. For instance, 

remote portable applications require ongoing traffic 

observing what's more, estimation to adjust to organize 

channel changes due to clients’ versatility [9]. Different 

precedents, for example, online multi-player recreations, 

intelligent web based learning applications, and so forth, 

interface countless who cooperate with the application 

furthermore, react to one another progressively. These 

applications in a general sense require QoS to be kept up 

along the entirety end-to-end organize way dependent on a 

worldwide system wide strategy.  

 

Despite the fact that SDNs permit the ongoing brought 

together control of a system and client characterized 

strategies, the organizer must arrangement with versatility 

issues to coordinate a noteworthy number of fine-grained 

estimation insights to a concentrated controller for brisk 

choice to adjust to QoS strategies. Basic leadership at the 

intelligently concentrated controller needs components to 

synchronize the joining of continuous traffic checking and 

stream examination from various controllers [10] [11]. They 

likewise require components for derivation and factual 

expectation techniques in genuine time to adjust for the size 

restriction of the controller back-end database. Exceptional 

spotlight would be on building APIs that keep running on the 

controller to do computerized induction of estimated traffic 

information, setting subordinate traffic investigation, genuine 

time QoS and Service Level Agreement checking for 

postponement delicate applications. 

 

E. SDN Security: Data warehouses and other exceptionally 

delicate processing network models, potential security 

vulnerabilities as outer and interior assaults are expected to 

rise. In that capacity, coordinated traffic estimation and 

application checking models for system security are most 

expected to distinguish and battle assaults on important 

resources. As of now, there have been restricted traffic 

estimation approaches for SDNs considering security issues. 

As an issue of actuality, SDNs are more defenceless against 

assaults than conventional systems. This is for the most part 

because of the brought together engineering of a SDN, which 

makes the controller an engaging target for assaults to 

control the activity and do malevolent exercises inside the 

whole SDN. Different types of assaults such as Denial of 

Service enable to reach a person in   organize hubs, hosts, or 

clients, and undermine the ideal organize execution. Traffic 

estimation components are in this manner required to 

analyze explicit wellsprings of occasions, security 

infringement and assaults in the SDN.  

 

Traffic estimation information can be gathered from hubs 

and afterward dissected and coordinated against security 

arrangements to decrease the potential outcomes of miss  

configuration that open entryways for aggressors. In case 

consider that the network devices are under the attack, then 

how AI detects an attack and how it analyzes is the 
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important strategy. For this, AI needs to be as real-time 

anomalies detection, classification and analysis at the flow 

level in SDN switches. AI should be aware about unusual 

behaviour and learn rapidly for future use. 

 

IV. CONCLUSION  

 

ML techniques association in SDN depends on the 

standardized datasets which initially proved by the networks. 

Such data become a fundamental learning for discovery the 

knowledge on network. Consequently it will become a one 

of the pillar in SDN as a Knowledge plane. And some 

researchers argue that we need a more mature in AI 

algorithms to control the SDN dynamically. Presently the AI 

algorithms are putting more focus on the knowledge gaining 

on network datasets. Consequently there are many 

challenges are targeting on AI based SDN. In this paper 

mostly we pointed the challenges which we have to face in 

this network advancement in the association of AI.  
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